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Australian Government

Australian Safeguards and
Non-Proliferation Office

27 October 2009

Mr Stephen Smith MP
Minister for Foreign Affairs
Parliament House
CANBERRA ACT 2600

Dear Minister

| submit my Annual Report on the operations of the Australian Safeguards and Non-Proliferation
Office (ASNO) for the financial year ended 30 June 2009. This report is made in accordance
with section 51 of the Nuclear Non-Proliferation (Safeguards) Act 1987, section 96 of the
Chemical Weapons (Prohibition) Act 1994 and section 71 of the Comprehensive Nuclear-Test-
Ban Treaty Act 1998.

During the reporting period all relevant statutory and treaty requirements were met, and ASNO
found no unauthorised access to, or use of, nuclear materials or nuclear items of safeguards
or security significance in Australia. All requirements were met under Australia’s safeguards
agreement with the International Atomic Energy Agency and under the Chemical Weapons
Convention, and further progress was made with activities in anticipation of the entry-into-
force of the Comprehensive Nuclear-Test-Ban Treaty. All Australian Obligated Nuclear Material
was satisfactorily accounted for.

As outlined in this Report, ASNO continued its major contribution to advancing Australia’s
interests in effective measures against the proliferation of weapons of mass destruction through
our activities at the domestic, regional and international levels, and through working closely
with colleagues in the Department of Foreign Affairs and Trade in Canberra and Australia’s
diplomatic missions, and in other departments and agencies. A notable achievement this year
was the establishment of the Asia-Pacific Safeguards Network.

Yours sincerely

Calan

John Carlson
Director General
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Guide to the Report

This report complies with the formal reporting obligations of the Director General ASNO. It also
provides an overview of ASNO’s role and performance in supporting nuclear safeguards and
the non-proliferation of weapons of mass destruction.

The report has five parts:

> report by the Director General ASNO on key developments in 2008-09 and a preview of
the year ahead

> summary of current major issues

> a functional overview of ASNO, including its operating environment and outcomes-outputs
structure—the first outcome demonstrates accountability to Government; the second
outlines public outreach and education

> a report on ASNO’s performance during 2008-09

> the key features of ASNO’s corporate governance and the processes by which ASNO is
directed, administered and held accountable.

Because ASNO is funded as a division of the Department of Foreign Affairs and Trade (DFAT),
some mandatory annual report information for ASNO is incorporated in the DFAT Annual
Report. This includes:

> financial statements

> corporate governance and accountability framework

> external scrutiny

> human resource management, including occupational health and safety
> asset management

> purchasing

> performance against the Commonwealth Disability Strategy

> advertising and market research

> ecologically sustainable development and environmental performance.

A checklist of information included against annual report requirements is set out in the
Compliance Index (page 113).
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> continuing IAEA investigations of undeclared nuclear activities in Syria

> international efforts to limit the spread of enrichment and reprocessing technology, including
efforts to develop assurance of supply mechanisms and to multilateralise sensitive stages
of the nuclear fuel cycle

> international efforts to prevent illicit transfers of sensitive materials and technology

> the report of the International Commission on Nuclear Non-proliferation and Disarmament,
and activities to take further the outcomes of the Commission

> the NPT Review Conference in May 2010

> international efforts to strengthen nuclear security, including the Global Nuclear Security
Summit announced by President Obama, expected for April 2010

> work to establish alternative shipping routes to the Gulf of Aden

> continued interest in developing nuclear power programs in this region and elsewhere,
particularly the Middle East

> the commencement of the Asia-Pacific Safeguards Network
> developments with CTBT ratifications, especially in the United States

> commencement of negotiations on a Fissile Material Cut-Off Treaty (FMCT) at the
Conference on Disarmament (CD)

> appointment of a new OPCW Director-General for the period 2010-14

> appointment of a new IAEA Director General from December 2009.

In addressing the challenges posed by the international security environment, ASNO will
continue to provide technical analysis and policy advice to the Government in the areas of
non-proliferation and disarmament. ASNO will continue to ensure international treaty and
regulatory obligations are met.

Internationally, ASNO will continue to work with the IAEA and other member states on
strengthening the safeguards system, including through Australia’s membership of the
IAEA Board of Governors, and through the Australian Safeguards Support Program (ASSP),
the Standing Advisory Group on Safeguards Implementation (SAGSI), and the US-led Next
Generation Safeguards Initiative (NGSI). ASNO will also work on strengthening the IAEA’s
nuclear security guidelines. Australia looks forward to working closely with the new IAEA
Director General, Mr Yukiya Amano of Japan, in these and other areas.

Regionally, ASNO will continue its outreach program to build operational capacity in the areas
of safeguards and nuclear security and non-proliferation treaty implementation, including
through further development of the Asia-Pacific Safeguards Network, which will commence
operation on 1 October 2009.

Bilaterally, ASNO will manage Australia’s network of bilateral safeguards agreements,
including the tracking of Australian obligated nuclear material (AONM) around the world.
ASNO will support the processes required for the nuclear cooperation agreement with Russia,
including the conclusion of a memorandum of understanding incorporating administrative
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arrangements for implementing the agreement. ASNO will continue to work with China
to amend the Australia/China nuclear transfers agreement to cover extraction of uranium
from copper concentrates. ASNO will seek authorisation to renew nuclear cooperation
agreements with the United States and European Union, as the current agreements will expire
in 2011 and 2012 respectively.

Domestically, to ensure safeguards and nuclear security requirements are met, ASNO will work
with ANSTO and other permit holders, and with industry and relevant regulatory authorities
in the establishment of new uranium mines. ASNO will work with uranium producers and
shippers, and other national and foreign government agencies, on international shipping
routes and arrangements.

ASNO will continue to work with the OPCW and other member states to promote the objectives
of the CWC, including through sharing Australia’s CWC implementation experiences with
regional counterparts. ASNO will support efforts at the OPCW to address chemical terrorism.

ASNO will work with the OPCW and relevant government agencies in managing finds of old
chemical weapon munitions in Australia. ASNO will continue its CWC industry outreach to
ensure compliance with domestic legislation and to prepare such facilities to receive OPCW
inspections. ASNO will work with other stakeholder agencies to review the efficacy of Australia’s
current CWC implementing legislation and regulations.

ASNO will continue to work with the CTBTO to complete the key elements of CTBT verification,
the International Monitoring System and on-site inspection capability. ASNO will work with
other government agencies to develop a national CTBT data centre (NDC) capability.

ASNO will continue its work to develop verification concepts in support of nuclear
disarmament.

ASNO will continue to review its administrative processes, and implementation of a quality
management system, to ensure ASNO processes are fully accountable, effective, efficient and
meet ASNO’s goals and responsibilities.

20 Years with ASNO

On 28 May 2009 | completed 20 years service with ASNO and its predecessor the Australian
Safeguards Office (ASO). When | was first appointed Director of Safeguards in 1989, ASO had
an average staffing level of 12.5%. Over the 20 years, there has been a modest increase in
ASNO'’s staffing level, to 15.5. During this period, however, ASNQO’s responsibilities have grown
substantially and the workload has grown exponentially. The breadth of ASNO’s work today can
be seen from the content of this Annual Report.

The increase in ASNO’s work reflects the much more challenging international nuclear
environment today, as well as the addition of CWC and CTBT functions. Another major growth
area has been in uranium exports and bilateral safeguards agreements.

One of my first tasks in 1989 was to organize the relocation of ASO from Sydney to Canberra
—this was successfully completed in 1990. The move was to enable ASO to interact more

3 Not including a small number of temporary staff

13

I NOILDO3S



SECTION 1

ASNO ANNUAL REPORT 2008-2009

closely with other government agencies involved in nuclear issues and to contribute more
effectively to policy development on non-proliferation issues. Another major task was to
develop and obtain funding for a safeguards R&D program to support the IAEA.

An international development with widespread and ongoing implications was the discovery
of Iraq’s nuclear weapons program following the first Gulf War, in 1991. One of ASO’s key
experts, Mr John Bardsley, assisted in the IAEA’s inspection efforts. It became obvious that
a fundamental overhaul of the IAEA safeguards system was required. Although the IAEA’s
mandate included detection of undeclared nuclear activities, the safeguards system had
developed with a principal focus on declared nuclear material. A major international effort,
involving the IAEA and its key supporters, was initiated to strengthen the safeguards system.
ASO/ASNO has been actively engaged in these efforts ever since.

Some of ASQO'’s early efforts on strengthening of safeguards included pioneering work on remote
monitoring (which has since become a well established safeguards technique), and hosting
IAEA field trials of new safeguards techniques in Australia—including wider access rights for
inspectors, unpredictable and short-notice inspections, and environmental monitoring.

Advising on safeguards and non-proliferation issues was becoming an increasingly important
part of ASO’s work, following on the revelations on Iraq’s nuclear program and the crisis with
the DPRK in 1992 which quickly followed the commencement of IAEA inspections there.
ASO’s work included evaluation of the performance of the IAEA safeguards system and how
problem areas could be addressed, as well as country-specific analyses.

A major change for ASO came in 1994, when the then Minister for Foreign Affairs Senator
Gareth Evans arranged for ASQ’s transfer from the Primary Industries and Energy portfolio to
Foreign Affairs and Trade. This reflected ASQO’s expanding involvement in the strengthening
of IAEA safeguards and the increasing importance of non-proliferation policy development.
ASO acquired new functions as the national authority for the CWC and the CTBT. For some
years subsequently ASO was also involved in Biological and Toxin Weapons Convention
(BWC) issues.

On the 25th anniversary of the NPT, in 1995, the NPT Review and Extension Conference
was held. The main decision for the conference was whether the NPT would be extended
indefinitely, or for a fixed period. Australia worked hard in support of indefinite extension, an
outcome of fundamental importance for the future of the non-proliferation regime. ASO was
closely involved in this effort. Also in 1995 | presented a key paper on the proposed Fissile
Material Cut-off Treaty (FMCT) at the UN Conference on Disarmament Issues in Nagasaki,
Japan. ASNO has since established itself as an international leader in verification aspects of
the FMCT concept.

In 1996 ASO was involved in the work of the Canberra Commission on the Elimination of
Nuclear Weapons, in particular on verification aspects.

The program to strengthen IAEA safeguards led to the development of the Additional Protocol,
providing the IAEA with greater authority to require nuclear-related information and for inspectors
to have more extensive access. | led the Australian delegation in the Special Committee of the
IAEA Board of Governors that negotiated the model Additional Protocol in 1996-97. Australia
became the first state to sign an Additional Protocol, in September 1997, and to ratify the
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Additional Protocol, in December of that year. Subsequently, a major activity for ASNO has
been promotion of the Additional Protocol internationally, including through diplomatic efforts,
regional training courses on protocol implementation, and through support for developing the
IAEA’s implementation capabilities.

In 1998 ASO was formally re-titled as ASNO, and the position of Director of Safeguards
became Director General, ASNO.

In 2001 Australia became the first state to qualify for “integrated safeguards”. This is a
combination of safeguards measures under the basic safeguards agreement and the Additional
Protocol—qualification for integrated safeguards is based on a conclusion by the IAEA that the
state concerned has no undeclared nuclear activities. Also in 2001, the IAEA Director General,
Dr ElBaradei, appointed me to chair the IAEA’s Standing Advisory Group on Safeguards
Implementation (SAGSI), a position | held until the end of 2006. SAGSI has provided much of
the energy and vision for the program to strengthen IAEA safeguards. Over this period SAGSI
worked on issues including the development of information-driven safeguards and the “state-
level approach”, evaluation of safeguards effectiveness, reporting of safeguards performance
and outcomes, and a range of technical subjects.

2002 was a momentous year, in which the current major challenges to the non-proliferation
regime became evident. The DPRK expelled IAEA inspectors, and evidence emerged of Iran’s
secret nuclear program. In 2003 the DPRK announced its withdrawal from the NPT. ASNO
has been closely involved in these cases, assessing information as it becomes available,
contributing to Australia’s work in the IAEA Board of Governors, developing verification
approaches in support of eventual resolution of these cases, and so on.

In 2005 the IAEA Board of Governors found that Iran was in non-compliance with its
safeguards agreement, and reported the situation to the Security Council. ASNO has been
closely involved in advising on the IAEA’s processes and authority for non-compliance findings,
as well as issues of the IAEA’s investigative authority. Iran continues to defy Security Council
resolutions calling on it to suspend its uranium enrichment program and certain other nuclear
activities. This situation illustrates the practical difficulties for the international community
in enforcing treaty compliance. A satisfactory outcome is essential not only for resolving the
specific case, and avoiding a nuclear arms race in the Middle East, but more broadly for the
credibility of compliance enforcement mechanisms in support of nuclear disarmament.

The DPRK nuclear situation also continues to elude resolution—the situation was exacerbated
by the DPRK’s nuclear tests in 2006 and 2009. The DPRK'’s involvement in proliferation
activities elsewhere—including it seems the building of a clandestine reactor in Syria—is also
a major concern.

ASNO'’s involvement in these cases has included: analysis of lessons learned—how to improve
the IAEA’s information-analysis and detection capabilities, as well as more effective use of
its authority; contributing to technical analyses of the countries’ capabilities; development
of verification approaches that would be required in support of eventual resolution; and
contribution to diplomatic efforts to persuade these countries of the benefits of a rules-based
approach to international relations (including, in the past, safeguards training for DPRK
personnel).
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A serious development, going back to the Iraqgi nuclear program, but coming to the fore with
Iran’s nuclear program, as well as the former Libyan program and developments with Syria, is
the operation of a black market in sensitive nuclear technology, components and specialized
materials. ASNO has been involved, inter alia, with developing the IAEA’s inspection and
information analysis capabilities in this area.

ASNO’s responsibilities include physical protection, or security, for nuclear materials and
facilities. ASNO has been a member of the experts groups reviewing the Convention on
the Physical Protection of Nuclear Material (CPPNM), and the IAEA’s guidelines on physical
protection (document INFCIRC/225). In 2001 the experts group on the CPNMM issued the
“Physical Protection Objectives and Fundamental Principles”, which played an important role
in leading up to the CPNMM revision, agreed in 2005. Unfortunately the strengthened CPPNM
is still well short of the number of ratifications required for entry-into-force—this is likely to
be a priority for diplomatic activity as well as technical outreach in the near term. Meanwhile,
it is hoped the work of the experts group revising the IAEA’s guidelines will be completed
early in 2010. The CPPNM and the IAEA guidelines are likely to be a particular focus of the
Global Nuclear Security Summit planned for April 2010. Another area of ASNO involvement
was in the establishment of WINS—the World Institute for Nuclear Security—an industry-
based NGO established in 2008 to promote peer review, experience-sharing and training in
nuclear security.

Australia ratified the CWC in 1994. Following this, a major task for ASNO as Australia’s
national authority was outreach and consultations with the Australian chemical industry in
preparation for Australia's initial declaration which was submitted within 30 days of the CWC’s
entry-into-force in 1997. ASNO has continued to ensure that Australia’s obligations under the
CWC are met, including annual submission of declarations on chemical and defence activities
and by facilitating 31 inspections to date by the Organisation for the Prohibition of Chemical
Weapons at declared facilities. ASNO also contributes to the development of OPCW verification
issues. ASNO has an active program of domestic industry and regional outreach activities in
support of the CWC. ASNO works with other Government stakeholders to ensure adequate
controls and reporting on chemical imports and exports, and in providing advice on domestic
chemical counter-terrorism issues.

Australia ratified the CTBT in 1998. ASNO'’s responsibility as national authority has included
establishment of Australia’s share of the 337 International Monitoring System (IMS) facilities,
in conjunction with the facility operators—Geoscience Australia, ARPANSA and the Australian
National University. Australia is responsible for 21 IMS facilities—20 monitoring stations and
a radionuclide laboratory. Some of these existed already, but most have had to be built.
Seventeen of Australia’s IMS facilities are now in place. One is to be built on Macquarie Island
in 2010, and two of the other three will be in Antarctica. They will be put in place over the
coming few years.

ASNO'’s expertise is key to our other major contribution to CTBT verification: the development
of arrangements for on-site inspection (OSI). While the IMS has shown itself very capable of
detecting possible nuclear explosions, on-site investigations may be needed to reach firm
conclusions on treaty compliance. Since 2005 ASNQO’s Mr Malcolm Coxhead has chaired
an international task group conducting this technically and politically complex work. Valuable

16



DIRECTOR GENERAL'S REPORT

progress has been made since 2005 to move from a large and unwieldy rolling text to a more
concise product, but further issues need to be resolved as the CTBT Organization continues its
work to complete the verification system.

Soon after | started in 1989, ASO conducted a regional training course on safeguards, in
conjunction with the IAEA. Regional training and outreach has been a continuing priority for
ASO/ASNO, in safeguards, nuclear security, and CWC and CTBT implementation. This work
has been carried out in cooperation with the IAEA, OPCW and CTBTO, and with counterparts
from the United States, Japan, Republic of Korea, and elsewhere. Much of the work has been
funded by AusAID. Figures prior to 2000 are not readily to hand, but in the period since 2000,
ASNO-run courses have provided training to some 800 professionals from most countries in
the region.

An important ASNO initiative, pursued in close collaboration with counterparts in Indonesia,
Japan and Republic of Korea, is the establishment of the Asia-Pacific Safeguards Network.
This is described elsewhere in this report.

A major area of growth for ASNO has been the operation of the network of bilateral safeguards
agreements covering Australia’s uranium exports, and monitoring the flow of Australian
Obligated Nuclear Material (AONM) in the global fuel cycle. In 1989 Australia had 10 active
bilateral safeguards agreements, and the total quantity of AONM under those agreements
was 27,659 tonnes. Today there are 20 active agreements and the total quantity of AONM is
approaching 150,000 tonnes. In addition to operation of the agreements, this has involved
extensive work with counterparts to ensure common standards and approaches in accounting
for obligated nuclear material.

An exciting development has been the establishment of the International Commission on
Nuclear Non-proliferation and Disarmament (ICNND). The point of non-proliferation and
safeguards is not to maintain the status quo, where the world is divided between nuclear
weapon haves and have-nots, in perpetuity, but to contribute to securing nuclear disarmament.
ICNND is well-timed—today the major nuclear-weapon states appear genuinely receptive to
this challenge. ASNO is engaged through my appointment as a member of the ICNND Advisory
Board, and through planning of a number of disarmament verification projects with overseas
counterparts.

| will conclude this overview of the last two decades with the following observations. ASNO has
made a major contribution to Australia’s outstanding position internationally and regjonally as
a supporter of the non-proliferation regime and disarmament efforts. This has been achieved
despite ASNO’s distance from the major centres of activity on these subjects in the northern
hemisphere, and with, by international standards, very few resources. This has been possible
because of the expertise, professionalism and dedication of ASNQ’s staff. However, some
significant departures are imminent. Maintaining and building on ASNO’s expertise will be a
challenge in the coming years.

John Carlson
Director General ASNO
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